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TCP sockets kai signals

m Otav og éva TCP server kavoupe “fork” (yevvaue
dlepyaaiec-TraIdIq servers yia va eCUTTNPETIOOUNE TTOAAOUC

clients), uttdpxel n TrepiTTTwon va dnuioupynBouv zombie
processes

m [0 TOV OWOTO TEPUATIOMO MIAG DIEPYATIAG-TTAIOI TTPETTEI O
TTATEPAC VA «EIOOTTOINOEI» yIa TOV TEPUATIONO TOU

m Mia digepyacia-Traidi n oTroia €€l TEPUATIOTEI KAl TNG OTTOIAC
n dlEpyaacia-TraTépacg dev £xel AABElI akOpa €100TT0iNCN TOU
TEPMATIONOU TNG ovopadetal zombie (defunct) process

m [0 TOV OWOTO TEPUATIOPO TWV TTAIDIWV-SErvers £vag
TPOTTOG €ival va XpNOIYOTTOINCOoUE signals



"
Signals

B Méow Twyv signals pia diepyaacia PTropei va €100TToINOEI
yia d1d@opa yeyovoTa
m [a signals ovopdadlovral kai “software interrupts”
m Signhals ptropouv va ataAouv aTro Jia dlepyacia o€ Jia
AAAn diepyaacia ) atrd Tov kernel o€ pia diepyaoia
m Sighals ytropouv va ataAouv Pe TV evioAn Kill:
ATTO TNV ypapun evioAwv: Kill —sigid —pid
2€ éva C mrpoypapua: int kill(pid_t pid, int sigid);
m Kdabe signal €xel €' opliouou Tou Jia (TTpo)Kaboplouevn
OUMTTEPIPOPA
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Signal ids kail TTpokaBoplouEvn

OuU U'ITEpI(pOpG
Signal id default
SIGKILL |9 Terminate
SIGALRM |14 Terminate
SIGSYS 12 Core
SIGCHLD |20 Ignore

Ortav uia digpyacia-traidi TeppaTifeTal OTEAVEI Eva orjua
SIGCHLD (id=20) oTtov TTatépa TNG

To orjua auTtd ayvoeital (TTPoKaBoPICUEVN CUUTTEPIPOPA: ignore)
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m [lpwToyeveic KANoeIc: signal() kai sigaction()
B 270 TTPOYPONUA JAGC MTTOPOUUE VO KOBopioouuE
ETT AKPIBWGS TNV CUPTTEPIPOPA Miag dlepyaaiag,
UoTEPA ATTO TNV ANWn £voc signal:
EkTEAEoN piag ouvapTtnong (signal handler)
Kapia evépyela (SIG_IGN)
[TpokaBopioucvn ouptrepipopa (SIG _DFL)
m Ta orjuata SIGKILL kar SIGSTOP dev ytropouv ouTe va
«ayvonBouv» (SIG_IGN) oute va «TmacTouv» aTro Jia

ouvapTtnon (signal handler) -> ekteAgital TTAVTOTE N
default evépyela
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O1 TTPWTOYEVEIC KANOEIC VIa Ta signals

O1 0dnyiec (#include) TTou XpNOIUOTTOIOUVTAI VIA
QUTEC TIC KANOEIC €ival Ol:

- #include <signal.h>
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H kAnon “signal’

m 20vTacgn:
signal (int sig, void (disp)(int));

m KaBopilel Tnv oupTrepIpopda TNG diEpyaaiag, o
OTNV OTToia KAAEITal, UOTEPA ATTO TNV ANYn €vOC
sighal sig

m To opiopa *disp opilel auTr) TNV CUUTTEPIPOPA

m [To *disp ytropei va gival n dieuBuvaon Tou signal

handler (pointer oe cuvaptnon), SIG _IGN R
SIG DFL
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H kKAnon “sigaction”

m 20vTagn:
int sigaction(int sig, const struct sigaction
*act, struct sigaction *oact);

m KaBopilel Tnv oupuTrePIPopa TNG diEpyaaiag, yEoa oTnV
OTToia KAAEiTal, UOTEPA ATTO TNV ANWnN £vO¢ signal sig

m 2UvNBwc xpnoiyoTrolgital n sigaction avrti Tn¢ signal

m o Opiopya act dcixvel o€ pia doun (struct
sigaction) n otroia opilel auTh TNV CUNTTEPIPOPA

m o Opiopa oact dcixvel o€ pia doun (struct
sigaction) OTTou atToBnNKEUETAI N CUMTTEPIPOPA TTOU
NTAV TTPONYOUUEVWG CUOXETIOMEVN UE TO ST Q



Iﬂ |<xr]l on !!S|gaction” - sigaction

struct

struct sigaction {
void (*sa handler)();
void (*sa_sigaction)(int, siginfo t *, void *);
sigset t sa mask;
int sa flags;

}
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Zombie processes

m [0 TOV OWOTO TEPUATIONO MIAG OIEPYATIAC-TTAIOI TTPETTE
O TTATEPAG VA «EI00TTOINOEI» (AUTO YiveTal OTAV O TTATEPAC
EKTEAEOEI TNV TTPWTOYEVN KANON wait ) waitpid)

m Mia digpyacia-traidi N oTroia £XEl TEPUATIOTEI KAl TNG
oTroiag n diepyaacia-rarépag Oev £xel AABEI akOua
£100TTOINON TOU TEPUATIOUOU TNG ovopadeTal zombie
process

m Mia zombie diepyacia uttdpyxel yOovo cav Jia
Kataxwpenon oTo process table, otTou diatnpouvrail
TTANPOYPOPIEC OXETIKA UE QUTAV

m Mia zombie diepyaaoia ytropoupue va TNV OKOTWOOUUE
aTTO TNV YPOAMUUN EVTOAWYV PE TNV VTOAN Kill
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Handling zombie processes

m Otav o¢ pia digpyaaoia-tratepac Kavoupe fork
(yevvapue digpyaaiec-raidid), Ba TTpETTel va
KOAEOOUUE YIQ QUTEC TIC OlEpyaaiec-TTaidId TV walit
N Tnv waitpid, €101 WOTE va TIC EUTTOOICOUE ATTO TO
va Yyivouv zombie processes

m [ 10 TO OKOTTO QUTO OTNV dIEPYATia-TTaTEPA
eykaBioToupe €vav signal handler oto signal
SIGCHLD, kai yéoa ae autov Tov signal handler
KOAoUuE TV wait  Tnv waitpid
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O1 TTpwToYyEVEIC KANOEIC walt, walitpid

O1 0dnyiec (#include) TTou XpNOIJOTTOIOUVTAI VIO AUTEC TIC
KANOEIC €ival Ol .

- #include <sys/wait.h>
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H kAnon “wait”

m 2 0vVTacn:
pid t wart(int *statloc);

m EToTpEPEl TO process id Tou
TEPUATICOMEVOU TTAIOIOU

m 2TOV O€iKTNn statloc ETMOTPEPETAI TO
termination status Tou 1TaI0I0U

m H walit €ival blocking cuvapTtnon
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H kAnon “waitpid”

m 20vTagn:
pid t wairtpid(pid t pid, Int *statloc, iInt
options);

m EmoTpE@el TO process id Tou TepPaTICOMEVOU TTAIOIOU

m Aivetal n duvarotnta kabopiouou, yEow Tou pid, TOu
TTaIdIoU yIa TO OTT0i0 Ba EKTEAEOTEI N OUVAPTNON AUTNA

m 270V O¢tikTn statloc emoTpePeTal To termination status
TOU TTa10I0U

m AiveTal n ouvartoTnTa KaBopIoPoU eTTITTAEOV ETTIAOYWY. H
mo ouvnBiouévn emAoyn eival n WNOHANG, n otroia
eutrodiel Tnv waitpid va yivel blocked av dgv uttdpyouv
TeppaTICOPEVA TTAIOIA
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wait vs waitpid

YTToB£ToUNE OTI £XOoUlE KaBopioel oav signal handler yia 10

signal SIGCHLD 1nv ouvaptnon sig_chld

(e.g. signal(SIGCHLD, sig_chld); )

1 #include “unp.h”

2 void

} gig_chld(int signo)

4 1

5 pid_t pid;

& int stat;

K pid = wait (&stat);

8 printf(*child %d terminated\n",
9 return;
10 }

pid);

tepeliserv/sigchldwait.c

- tepeliserv/sigchldwait.c
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wait vs waitpid

- o - m Ta signals dgv
IR EIREAREAR AR atroBnkevovTal o€ oupd

— m Me tnv wait uttapxel
' TTPOLBANMa OTaV

| dnuioupynbouv
= —— TAUTOXPOVA ONUATA: O
e w1 signal handler Ba
Gyl SR ER] (SR SR SR gkTeNEOTER HIO @OPd Kl
| S— — | Ta UTTOAOITTA signals Ba

= s xa0ouv



wait vs waitpid

YTToB£ToUNE OTI £XOoUlE KaBopioel oav signal handler yia 10
signal SIGCHLD 1nv ouvaptnon sig_chld

(e.g. signal(SIGCHLD, sig_chld); )

waitpid with WHOHANG option: non blocking call

# - SOy -
e — tepclservisipchidwantpnd
d
sig_chld(in gn

pid pid;

intc tarc

while pid = waitpid Gstat. WNOHANG)

pPrin *child %4 terminated\n". pid

J return

tepchiservisigchldwaitpid ¢
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Handling interrupted system calls

m Otav €va blocking system call (11.x. accept)
OIAKOTTEI ATTO €va signal, T0Te YETA TNV
emoTpOoPn ato Tov signal handler 1o system call
Octel TNV peTaAnT errno ico e EINTR

m To system call dev eival giyoupo oOT11 Ba
eTTavakKIvnOei autouara armo Tov kernel

m [1a TO0 Abyo auTo Ba TTPETTEI O TIPOYPANMATIOTAC
va QPOVTICEl yIa TNV ETTAVEKKIVNON ToUu system
call
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Handling interrupted system calls

gor ( ; 2 ) {
clilen = sizeof(cliaddr);
if ( (connfd = accept(listenfd, (SA *) &cliaddr, &clilen)) < 0) |
i{ (errmo == EINTR)

continue; /* back to for() */
elge

err_sys(“"accept error®);
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UDP vs TCP

m To UDP cival éva connectionless, un aglomoTo,
datagram transport protocol
Agv PTTOPEI VA XEIPIOTEI OITTAA TTAKETA I TTAKETA O€
AaBoc¢ oeipa
Aev Trapéxel flow control kal congestion avoidance

uNXaviououg
‘Exel eAdyioto overhead

m EQapuoyec mou xpnoipotroiouv 1o UDP:

DNS, NFS, SNMP, TFTP, real-time multiplayer
games, voice conferencing, broadcasting



UDP vs TCP (client/server)
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UDP Client/Server interaction
(Datagram Communication)

Y
. : il
UDP Client
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UDP Sockets - Connectionless

Server
create endpoint (socket())

bind address (bind())
transfer data (sendto() recvform())

Client
create endpoint (socket())
transfer data (sendto() recvform())
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[TpwToyeveIC KANOEIC VIa TA sockets

O1 0dnyiec¢ (#include) TTou XpnolUoOTTOIOUVTAI YIA
QUTEC TIC KANOEIC €ival Ol :

- #1Include <sys/types.h>

- #1nclude <sys/socket.h>
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H kAnon “recvfrom’

m 20vTagn:
ssize t recvfrom (int sockfd, void
*buff, size t nbytes, Int flags, struct
sockaddr *from, socklen_t *addrlen);

m [lepipgével EXpI va gTacouv dedopéva (blocking)

m EmOTPEQEI TO size Twv dgdopevwy (datagram) Trou
ENQ3E

m 270 void *buff amobnkeuel Ta dedopeva (datagram)
UE MEYIOTO PEYEBOC Nbytes

m 2TnVv Ooun sockaddr *from emmoTpEQPEl TNV
d1EUBUVON TOU ATTOOTOAEQ

m Acgv utTapXEl Kapia ouvdeon (connection) ye Tov
QTTOOTOAEQ
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H kKAnon “sendto”

m 20vTagn:
ssize t sendto (int sockfd, void *buff,
size_t nbytes, iInt flags, const struct
sockaddr *to, socklen_t *addrlen);

m 2TEAvel Ta 0edopuéva (datagram) TTou BpioKovTal OTn
mapaueTpo voild *buff e payaeog nbytes oTov

ANANNICTIIA (AN )y WETQ! LICAY ) -~ ANIIAC-

IIHUU'JIUHU \UI |I\WVC Ul HCUW II|5 UUHI'S COnSt
struct sockaddr *to)

m Agv utTapXEl Kapia ouvdeaon (connection) ye Tov
TTAPAANTITN
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‘Evacg amrAd¢ UDP Server

udpcliservfudpserol] c

1 #include *unp.h” pe "
4 int

i main(int argc, char **argv)

4 {

5 int sockfd;

b struct sockaddr_in servaddr, cliaddr;

4 sockfd = Socket (AF_INET, SOCK_DGRAM, 0);

R bzerc(kservaddr, sizeof (servaddr)):

9 gervaddr.sin_family = AF_INET:
10 servaddr,sin_addr.s_addr = htonl (INADDR_ANY) ;
11 servaddr,sin_port = htons (SERV _PORT):
12 Eind(sockfd, (5A *) &servaddr, sizeof (servaddr));

13 dg_echo({sockfd, (SA *) &cliaddr, sizeof(cliaddr));
14 }

udpcliserv/udpservll.c
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... Evac atmmAoc UDP Server

lib/dg_echo.c

1 #include *unp.h"

2 void

1 dg_echal{int sockfd, SA *pcliaddr, socklen_t clilen)
4 1

5 ine n;

& gocklen ¢ len;

7 char mesg [MAXLINE] ;

2] ko [ 7 1) |

G len = clilen;

10 n = Recvirom({sockfd, mesg, MAXLINE, O, pcliaddr, &len);
11 Sendtol(sockfd, mesg, n, 0, pcliaddr, len);
12 |
13 }

libidg _echo.c
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‘Evacg amrAd¢ UDP Client

| S ™
[ S =" m =) & o e R =

.
Ty

14

15
16

#include "unp.h*

int
maini{int argc. char
{

int sockfd;

"ﬂlg‘-'P

struct sockaddr in servaddr:

if {arge '= 2)

err_cuit (*usage: udpcli =IPaddress>");

bzere (keervaddr,

sizeof iservaddr) ) ;

servaddr.sin_ family = AF_INET:
servaddr .sin_port = htons (SERV_PORT) ;

Inet_ptom(AF_INET. argwv(|l].

sockid = Sockst (AF_TNET, SOCK _DCRAM, 0);

Eservaddr .sin_addr) ;

wdpcliserofudpclii] ¢

dg_cli{stdin, sockfd, (SA *) Lkeervaddr. sizeof (servaddr| ) ;

exiti(0)] ;

udpcliservfudpchiol .c
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... Evac atmAoc UDP Client

_ Iibjdg clic
1 $include *unp.h"

4 void
\ dg_cli(FILE *fp, int sockfd, const SA *pservaddr, socklen_t servlien)
4 {

5 int n;

b char sendline [MAXLINE]), recvline[MAXLINE +« 1);

7 while (Fgets(sendline, MAXLINE, fp) !'= NULL) {

B Sendto (sockfd, sendline, strlienisendline), 0, pservaddr. servien);
9 n = Recviromisockid., recviine, MAXLINE, O, NULL, NULL):

10 recviinein] = 0; '+ mull terminate */

11 Fputs(recvline, stdout);

12 }

13 )

libjdg clic

|
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Sockets o€ AAEC YAWOOEC

m Java, PhP, .NET, Perl ....

m AKoAouBouv TmoTd 10 JovTEAO TwV Berkeley
sockets Tn¢ C

B 2UvNBwcg eukoAOTEPO error handling (exceptions)

m Object-oriented

m Opwc mmapexouv kai higher-level unxaviopoucg yia
network communication (RMI, Web services,
CORBA, Protocol-specific libraries)

E@ooov xpeialeTal va TTPOYPAUMATIOETE JE Sockets,
onuaivel 0TI AN Ba £xete ouvnOwWC eTTIAECEl C\C++ |
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Java Sockets

java.net.InetAddress
= Mia IP d1eUBuvon

java.net.Socket
m Client socket

java.net.ServerSocket
m Server socket

IPv4 ka1 IPv6 compatible! (amo 1.4 kai
TTavw)



»
InetAddress class

java.net.InetAddress
static InetAddress getByName(String name)

static InetAddress|[] getAlIByName(String

name)

static InetAddress gcﬂ_ alHos

static InetAddress getByAddress(byte[] addr)

\./
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Client socket

m java.net.Socket
Socket(InetAddress addr, int port);
InputStream getlnputStream();
OutputStream getOutputStream();
close();

= EveEpyelec:
Open socket
Open input stream kai output stream oT1o socket
Read kai write 010 stream cUP@PWVA PE TO TTPWTOKOAAO
Close streams
Close socket
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Server socket

m java.net.ServerSocket
ServerSocket(int port);
Socket accept();

m Multiple connections: Java threads

while (true) {
serverSocket.accept();
// create a Java thread to deal with the client

}
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PHP sockets

m /\oyika Ba TpEcoupe Tnv PHP atro
command line (cav €éva aTrAo interpreted
executable)

m |[Pv4 ka1 IPv6 compatible! (5.0.0 kaui
TTAvVW)

m getservbyname()

m gethostbyname()



PHP socket server

m socket create($domain,$type,$protocol)

m socket bind($socket,$address,Sport)

m socket_listen($socket)

m socket_accept($socket)

m socket write($socket) / socket read($socket)

m socket close($socket)



m socket create($domain,$type,$protocol)

H SOC
H SOC
H SOC

ket_connect($socket,$address,$port)
ket write($socket) / socket read($socket)

ket_close($socket)
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Wireshark example

m  Kavoupe capture pia arrAn HT TP ouvodo
m [oHTTP xpnoipyotroiei TCP

m Kdavouype filter IP TrakéTa (KpUPBoupE TUXOV
L2 frames)

1.  EmAoyn interface:

"I Wireshark: Capture Interfaces

Descripkion P Packets Packets)s

d. Adapter for generic dialup and WPM capture [gtart ] [thil:uns ] [Qetails ]




ApPXIKO capture

"4l netlab_http_capture. pcap - Wireshark

File Edit Yew Go Capture Analyze Statistics  Help
B oW e 2@ x %8 BRes» o7 s EE QA0 @B E X @
Fileer: | | ¥ Expression... Clear Apply
Mo, - Time Source Destination Protocol Info
1 0.000000 e Boie S 150.140,141.181 TCP 3182 > http [S¥M] Seq=0 Len=0 MS5=1420
2 0.050072 150.140,141.181 S e DSt ) TCP http = 3182 [S¥M, ACK] Seq=0 Ack=1l win=5840 Len=0 Ms5=14a0
3 0.050072 (I et AR e AT 150.140,141,181 TCP 3182 » http [AcK] Seq=l Ack=1l wWin=85535% Len=0
4 0,050072 R B lEr i 150.140,141,181 HTTFP GET -stamos netlab.htm] HTTP/L.1
5 0.110158 150.140.141.181 B85.73.133.27 TCP http > 3182 [AcCK] Seq=1 Ack=224 win=6432 Len=0
6 0.150216 150.140.141.181 B85.73.133.27 HTTF HTTR /1.1 200 ok (ftext tmll
7 0.160230 150,140,141,181 85.73.133.27 TCP http > 3182 [FINW, ACK] Seq=301 Ack=224 win=6432 Len=0
B 0.160230 B85.73.133.27 150.140,141,181 TCP 3182 > http [ACK] Seq=224 Ack=302 win=65235 Len=0
O 0.160230 B85.73.133.27 150.140,141,181 TCP 3182 > http [FIN, ACK] Seq=224 Ack=302 win=65235 Len=0
10 0.220317 150,140,141,181 85.73.133.27 TCP http > 3182 [AcCK] Seq=302 Ack=225 wWin=6432 Len=0
11 48101 3 L C U, Tunc=UI; DSAP

Frame 11 (157 bytes on wire, 197 bytes captured)
3 Ether

= Logical-Link Contral
DSAP: LLC Sub-Layer Management (0x02)
IG Bit: Group
SEAP: LLC Sub-Layer Management (0x02)
CR Bit: Command
= Control field: U, func=UuIl (0x03)
000. 00.. = Command: unnumbered Information (0x007)
vew. .11 = Frame type: Unnumbered frame (0x03)
Data (177 hytes)

0000 0 52 ¢ E :

0010 03 32 534 53 53 03 00 00 OO0 00 00 a8 00 01 00 00
0020 00 a2z &6F 08 00 53 4cC 41 59 45 52 00 00 00 00 OO
0030 00 00 00 00 00 6b 6F 73 74 61 73 00 00 00 00 00
0040 00 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00

(ATANNa) LA TA T A T T AT T A T T A A T A TA T A TA T A TA [T R Bt = AT e B & | C2> AQ u
Ethernet {eth), 14 bytes

CRTES..0
ca 00 SLA YER. L L B

a
-
n
C
£

PilliD: 110




E@apuoyn @IAT

ATPOU

/1 netlab_http_capture.pcap - Wireshark

File Edit Yew Go Capture  Analvze  Skatistics
B oa e B @ x B R « % » F & |HE &« aaqaf &2 & x @
| ¥ Expression... Clear Apply
Mo, Time Source Destination Protaocol Infa
1 0000000 55.73.1335.27 150.140.141.1581 TCP 3182 » http [5¥N] Seq=0 Len=0 mMSs5=1420
2 0.050072 150.140.141.181 85.73.133.27 TCP http = 3182 [S¥N, ACK] Seqg=0 Ack=1l win=5840 Len=0 M55=1460
3 0.050072 55.73.133.27 150.140.141.181 TCP 3182 » http [ack] Segq=l Ack=1l win=65335 Len=0
4 0.050072 B85.73.133.27 150.140.141.181 HTTF GET S~stamosnetlab.htm] HTTR/L.1
5 0.110158 150.140.141.181 85.73.133.27 TCP http = 3182 [ACK] Seq=l Ack=224 wWin=86432 Len=0
6 0.150216 150.140.141.181 85.73.133.27 HTTF HTTE/1.1 200 oK (text/ html]
7 0.160230 150.140.141.1581 85.73.133.27 TCP http > 3182 [FIN, ACK] Seq=301 Ack=224 win=6432 Len=0
8 0.160230 85.73.133.27 150.140,141.181 TCP 3182 > http [ACK] Seq=224 Ack=302 Win=653235 Len=0
=) 0.160230 85 ?3 133 2? TCP 3182 = http [FIN ACK] Seq=224 aAck=302 win=£63235 Len=0

150. 140 141 181

32 Len=u

Seg=307 AcCk=2.%h Win=&

BEEHEBE

Frame 10 (54 bytes on wire,
Ethernet II,
Internet Protocol,
Transmission Control Protocol,

Src:

src POrT:

54 bytes captured)
10:9c:20:00:01:00 (10:9c:20:00:01:007,

Src: 150.140.141.181 (150.140.141.1810, Dst:
http (80), Dst Paort:

Dst: xerox_00:00:00 (00:00:01:00:00:000
85.73.133.27 (85.73.133.27)
3182 (31820, seq: 302, ack: 225, Len: O
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TCP 3-wav handshake

4

1 netlab,_http_capture.pcap - Wireshark

File Edit Miew Go Capture Analyze  Statiskics  Help

—— . a
B e e BEAx % &8 R« » 7 % EEH &Q&aQaq B @608 x 8
Eilker: |i|:| | ¥  Expression... Clear Apphy
Mo, - Tirne SOUrCE Destinakion Protocol Info

1 0. 000000 B5.73.133.27 150.140.141.181 TiCF 3182 = http [5YN] Seqg=0 Len=0 M55=1420

2 0.050072 150.140.141.181 85.73.133.27 NTER > 3182 [=5yMN, ACK| Seq=0 Ack=1 Win=53840 Len=0 Ms5=1460

3 0,050072 85.73.133.27 3182 = httE Ak SEE=1 Ack=1 win=H5535 Len=0

4 0. =50, LLaal A IEﬁIZEIZIIEI GET /~stamos/net [ab.html HTTR/L1.1

5 0.110158 150.140.141.181 Bh.73.153.27 TiCP http = 3182 [ACK] Seqg=l Ack=224 wWin=6432 Len=0

6 0.150216 150.140.141.181 Bh.73.153.27 HTTP HTTP/L.1 200 oK (texttmll

7 0.180230 150.140.141.181 Bh.73.153.27 TiCP http = 3182 [FIN, ACK] Seq=301 Ack=224 wWin=56432 Len=0

8 0.180230 B5.73.133.27 150.140.141.181 TiCP 3182 » http [ACK] Seqg=224 Ack=302 wWin=65235 Len=0

5 0.180230 B5.73.133.27 150.140.141.181 TiCP 3182 = http [FIN, ACK] Seqg=224 Ack=302 wWin=55235% Len=0

10 0.220317 150.140.141.181 Bh.73.153.27 TiCP http = 3182 [ACK] Seq=302 Ack=225 wWin=6432 Len=0

Frame 2 (62 hytes on wire, 62 bytes captured)
Ethernet II, sSrc: 10:9c:20:00:01:00 (10:9<:20:00:01:0070, Dst: Xerox_00:00:00 (00:00:01:00:00:0070
Internet Protocol, src: 150.140.141.181 (150.140.141.1810, Dst: 85.73.133.27 (85.73.133.27)
Transmission Control Protocol, Src Port: http (800, Dst Port: 3182 (31820, Seq: 0, Ack: 1, Len: O
Source port: http (800
Destination port: 3182 (3182)

o

Sequence number: 0 (relative sequence number)
Acknowledgement number: 1 frelative ack number)

Header length: 28 bytes
B Flags: O0x12 (S¥H, J
O.vs vu.. = Congestion window Reduced (CWR): NOT set
.0.. .... = ECM-Echo: Not set
0. ... = Urgent: NOT set
.1 .... = Acknowledgment: set
0... = Push: Not set
.0.. = Reset: Mot =et
.1. = syn: Set
veee o..0 = Fin: MOt set
window size: 5840
# checksum: 0xS5e?d [correct]
F options: (8 bytes)

W, AC




HTTP GET reques

"4 netlab_http_capture.pcap - Wireshark

Eile Edit Miew Go Capture Analvee  Statistics  Help

B oW e B x %8R «»»F e BE Qaaan @yE x @
Filter: Eip | ¥ Expression.., Clear Apply
Mo, - Tirne Source Destination Praotacal Infa
1 00000000 B3.73.133.27 150.140.141.181 TCP 3182 > http [S¥W] Seq=0 Len=0 MS5=1420
2 0.050072 150.140.141.181 85.73.133.27 TCP http > 3182 [S¥N, ACK] Seq=0 Ack=1l win=5840 Len=0 M55=1460
3 0.050072 EERE 27 150.140.141.1581 TCP 3182 > http [ACK] Seq=l ack=l win=65535 Len=0
4 0 ) ] sTamos et labp. ntml HTTPR/
5 0.110158 150.140.141.181 55.73.133.:27 TCP http > 3182 [ACK] Seq=l ack=224 win=6432 Len=0
5 0.130214 150.140.141.181 §3.73.133.27 HTTP HTTF/ 1.1 200 oK (text html)
7 O0.1a0230 150.140.141.181 83.73.133,27 TCFR http » 3182 [FIN, ACK] Seq=301 ack=224 win=90432 Len=0
5 0.1680230 83.73.133.27 150.140.141.1581 TCF 3182 > http [ACK] Seq=224 AcCk=302 win=65235 Len=0
S 0.1a0250 B3.73.133.27 150.140.141.181 TCP 3182 > http [FIN, ACK] Seq=224 Ack=302 Wwin=65235 Len=0
10 0.220317 150.140.141.181 §3.73.133.:27 TCF http > 3182 [ACK] Seq=302 Ack=225 wWin=8432 Len=0

Frame 4 (277 bytes on wire, 277 bytes captured)
Ethernet II, Src: Xerox_00:00:00 (00:00:01:00:00:000, Dst: 10:9C:20:00:01:00 (10:9C:20:00:01:000
Internet Protocol, src: 85.73.133.27 (85.73.133.27), Dst: 150.140.141.181 (150.140.141.151)
Transmission Control Protocol, Src Port: 3182 (3182), Dst Port: http (80), Seq: 1, Ack: 1, Len: 223
Source port: 3182 (3182)
Destination port: http (80)

ODEBE®

Sequence number: 1 (relative seguence number)
[Mext sequence number: 224 (relative seguence number)]
acknowledgement number: 1 frelative ack number)

Header Tength: 20 bytes

# Flags: Ox18 (PSH, ACK)
window size: 65535

® Checksum: 0xfced [correct]

art Transfer Protocol

# GET /~stamos/ netlab.htm]l HTTR/L.1%r%n
ACCEpT: *¥NrNn
Accept-Language: &l%ryn
accept-Encoding: gzip, deflatedryn
User-agent: Mozillasd.0 (compatible; MSIE 6.0; windows MT 5.00%%n
Host: students.ceid.upatras.gririn
Connection: Kesp-alivesrsn

N
0030 ~
0040 S
D050 -
D0GE0 .
no70 )

[alat=lal

= k
Hypertext Transfer Protocal (http), 223 bytes (PrliD;10Mi0

|I£
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HTTP response
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o o @ x % &8 R«so»F L EE aaa0 @88z 8
Filter: |i|3 | ¥  Expression... Clear Apply
Mo, - Time: Source Destination Protocol Info
1 0.000000 85.73.133.27 150.140,141.181 TCP 31582 » http [SvM] Seg=0 Len=0 M55=1420
2 0.050072 150.140,141.181 85.73.133. 27 TCP http » 3182 [S¥M, ACK] Seqg=0 Ack=1l win=3840 Len=0 MSs=1460
3 0.050072 85.73.133.27 150.140,141.181 TCP 3182 » http [ACK] Seg=l Ack=1l win=65535 Len=0
4 0.050072 85.73.133.27 150.140,141.181 HTTF GET /~stamos/netlab. htm]l HTTR 1.1
5 0.110158 150.140.141.181 Bh.73.1355.27 TCP http 3182 [ACK] seq=1 ack=224 win=6432 Len=0
6 0. ] E 4] ] E] 7 1.1 g Aneml )
7 0.180230 150.140.141.181 Bh.73.155.27 TCP http 3182 [FIN, ACK] Seq=301 Ack=224 Win=6432 Len=0
8 0.180230 BO.73.1355.27 150.140.141.181 TCP 3182 http [ACK] Seq=224 Ack=302 Win=63233 Len=0
G 0.180230 BL.73.133.27 150.140.141.181 TCP 3182 http [FINW, ACK] Seq=224 Ack=302 Win=65235 Len=0
10 0.220317 150.140.141.181 BL5.F3.133.27 TCP http 3182 [ACK] Seq=302 ack=225 win=86432 Len=0 ]

Frame 6 (354 bytes on wire, 354 bytes captured)
Ethernet II, Src: 10:9c:20:00:01:00 (10:9<:20:00:01:000, DsT: Xerox_00:00:00 (00:00:0L:00:00:000
Internet Protocol, src: 150.140.141.181 (150.140.141.181), Dst: 85.73.133.27 (B5.73.133.27)
Transmission Control Protocol, src Port: http (800, Dst Port: 3182 (31820, seq: 1, ack: 224, Len: 300
source port: http (80)
pestination port: 3182 (31820
segquence number: 1 (relative sequence number)
[Mext sequence number: 301 (relative sequence number)]
Acknowledgement number: 224 frelative ack number)
Header Tength: 20 bytes
= Flags: 0x18 (PSH, ACK)
window size: 6432
# Checksum: Ox02c6 [correct]
= Hypertext Transfer Protocol
F HTTP 1.1 200 OKMNFYM
Date: wed, 14 Mow 2007 19:15:47 GMTANS0
server: apaches2.2.3 (Red Hat)wr\n
Last-Modified: wed, 14 mow 2007 19:14:20 GMTNFYN
ETag: "618289-2f-43ee85f5b5b00" \rn
Accept-Ranges: byteshrin
Content-Length: 47
Connection: closesrih
content-Type: TLext/htmlvrin
ANy

o ®

| | £

Line-based text data (data-text-lines), 47 bytes P:11D:10M: 0




ectio

N

te

'm

N

Filker: |ip * Expression... Clear Apply
Mo, - Tirne Source Diestination Protocal Info
1 Q. 000000 Bi.73.133.27 150.140,141,181 TCP 3182 » http [5YM] Seq=0 Len=0 MS5=1420
2 0.050072 150.140.141.181 B5.73.153.27 TCP http = 3182 [5vn, ACK] Seqg=0 Ack=1l Win=5840 Len=0 MS5=1460
3 0.050072 B5.73.153.27 150.140.141.181 TCP 3182 = http [ACK] Seg=l Ack=1l Win=565535 Len=0
4 0,050072 85.73.133.27 150.140.141.1581 HTTF GET A~stamos/ netlab. htm]l HTTR/1.1
5 0.110158 150.140,141.181 B5.73.153.27 TCP http = 3182 [ACK] Seq=l Ack=224 win=6432 Len=0
6 0.150216 150.140.141.181 BS.73.153.27 HTTP HTTR/1.1 200 ok (text/html)
0, 160230 0,140,714 3 g 27 ICE http 3 b, ACK ar=301 Ack=224 Win=FHd e=0
B 0.1a0230 B5.73.133.27 150.140.141.181 TCP 3182 > nttp [ACK] Seg=224 AcCk=302 Win=565233 Len=0
8 0.160230 Bh.73.133.27 150.140.141.181 TCP 3182 > nttp [FIMW, ACK] Seq=224 Ack=302 Win=653235 Len=0
10 0.220317 150.140.141.181 B5.73.133.27 TCP http = 3182 [ACK] Seq=302 Ack=22% wWin=6432 Len=0
# Frame S (54 hytes on wire, 54 hytes captured)
H Ethernet II, Src: xerox_00:00:00 (00:00:01:00:00:000, Dst: 10:9C:20:00:01:00 €10:9c:20:00:01:00)
F Internet Protocol, Src: 85.73.133.27 (85.73.133.27), Dst: 150.140.1421.181 (150.140.141,181)
= Transmission Control Protocol, Src Port: 3182 (3182), Dst Port: http (B0}, Seq: 224, ack: 302, Len: O

Source port: 3182 (3182)
Destination port: http (80
Sequence number: 224 frelative sequence number)
Acknowledgement number: 302 (relative ack number)
Header Tlength: 20 bytes

B Flags: Ox11 CFIM, ACK)

= Congestion window Reduced (CwR): Mot set

0., .... = ECN-Echo: Mot set

0. ..., = Urgent: MOT set

.1 ..., = Acknowledgment: Set
O... = Push: Mot set
.0.. = Reset: MNOL set
.00 = 5yn: NOT set

..1 = Fin: set
window size: 65235
# Checksum: 0xal30 [correct]
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