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Ask seic
Stic parak�tw ask seic, to αµx anafèretai sto upìloipo thc diaÐreshc tou arijmoÔ

mhtr¸ou sac me ton arijmì x.

1. (10%) Se èna sÔsthma RSA upoklèptoume to kruptografhmèno m numa C = (3 +
αµ10) pou stèlnetai se paral pth me dhmìsio kleidÐ (e, n) = (3+2αµ5, 7897). Poioc
eÐnai o akèraioc M pou metadÐdetai? Parousi�ste analutik� ton trìpo me ton opoÐo
katal gete sto apotèlesma. DÐnetai ìti 7897 = 53 · 149.

2. (20%) Jewr ste ìti qrhsimopoioÔme to prwtìkollo RSA kai èstw ìti to dhmìsio
kleidÐ qrhsimopoieÐ ton sÔnjeto arijmì N . 'Enac akèraioc arijmìc M, 1 ≤ M ≤
N − 1, eÐnai stajerì shmeÐo, an h kruptogr�fhs  tou dÐnei ton eautì tou. ApodeÐxte
ìti an to M eÐnai stajerì shmeÐo, tìte kai to N −M eÐnai stajerì shmeÐo.

3. (15%) 'Estw (n, e) to dhmìsio kleidÐ sto RSA kai RSAn,e(x) = xe ( mod n). U-
pojèste ìti up�rqei algìrijmoc A pou mporeÐ na antistrèyei 3% twn eisìdwn thc
morf c y = xe( mod n).

(aþ) ApodeÐxte ìti gia k�je a, b ∈ Z∗
n isqÔei ìti RSAn,e(a)·RSAn,e(b) = RSAn,e(ab).

(bþ) ApodeÐxte ìti qrhsimopoi¸ntac ton algìrijmo A, mporoÔme na antistrèyoume
opoiad pote eÐsodo me meg�lh pijanìthta.

4. (10%) 'Estw n = p · q, ìpou p, q perittoÐ pr¸toi arijmoÐ, diaforetikoÐ metaxÔ touc.
'Estw λ(n) = (p−1)(q−1)

gcd(p−1,q−1)
. Upojètoume pwc tropopoioÔme to prwtìkollo RSA ètsi

¸ste ed = 1 ( mod λ(n)).

• DeÐxte ìti h kruptogr�fhsh kai h apokruptogr�fhsh eÐnai antÐstrofec sunar-
t seic sto tropopoihmèno prwtìkollo.

• An p = 37, q = 53 kai d = 7 + 4αµ5, upologÐste to e tou tropopoihmènou
prwtokìllou, kaj¸c kai tou kanonikoÔ prwtokìllou RSA.

5. (15%) 'Estw ìti douleÔoume se RSA kai h Alice èqei dhmìsio kleidÐ (n, e) = (851, 7).
'Estw m1 = 80 + αµ10,m2 = 155 + αµ15, kai upojètoume ìti èqoume thn upograf 
thc Alice sto m numa m1; thn sumbolÐzoume me sig(m1). Jèloume na broÔme thn
upograf  thc sto m numa m2 (thn sig(m2) dhlad ). 'Eqoume dikaÐwma na thc d¸soume
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èna m numa x, x 6= m2 kai na mac to upogr�yei. Den mporoÔme na qrhsimopoi soume
thn paragontopoÐhsh tou 851, oÔte apì to e = 7 na broÔme to d. Poio m numa ja
prèpei na thc d¸soume?

6. (20%) 'Estw ìti qrhsimopoioÔme to prwtìkollo tou Rabin kai èqoume epilèxei p =
23, q = 47 kai B = 10 + 10αµ10. An jèloume na metad¸soume to m numa M = 100,
poio ja eÐnai to kruptografhmèno m numa C? EpÐshc, poia eÐnai ta mhnÔmata sta opoÐa
ja katal xei o paral pthc apokruptograf¸ntac to C?

7. (10%) DÔo qr stec A kai B qrhsimopoioÔn to prwtìkollo RSA kai dialègoun dh-
mìsia kleidi� PA = (n, e1) kai PB = (n, e2), ìpou gcd(e1, e2) = 1. O qr sthc C
stèlnei to Ðdio m numa x stouc A, B, opìte ènac tètartoc qr sthc, o D, upoklè-
ptei ta metadidìmena mhnÔmata y = xe1 mod n kai z = xe2 mod n. AkoloÔjwc, o
D upologÐzei ta c1 = e−1

1 mod e2 kai c2 = (c1e1 − 1)/e2 kai telik� upologÐzei to
yc1(zc2)−1 mod n. Poio eÐnai to telikì m numa pou upolìgise o D?
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